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Abstract. During the last decade there has been a huge interest in Grid

technologies, and numerous Grid projects have been initiated with vari-

ous visions of the Grid. While all these visions have the same goal of re-

source sharing, they differ in the functionality that a Grid supports, char-

acterization, programming environments, etc. In this paper we present a

new Grid system dedicated to deal with data issues, called DGET (Data

Grid Environment and Tools). DGET is characterized by its peer-to-peer

communication system and entity-based architecture, therefore, taking

advantage of the main functionality of both systems; P2P and Grid.

DGET is currently under development and a prototype implementing
the main components is in its first phase of testing. In this paper we gives

description of two main components of DGET: Entity Management and
Security subsystem.

1 Introduction

In recent years, Internet-scale systems have been developed and deployed to

share resources at a very large scale across the traditional organisational bound-

aries. The need for constructing such systems was motivated by the increas-
ingly complex requirements of modern applications from diverse disciplines. Such
global scale systems provide opportunities to harness idle resources which are dis-

tributed and heterogeneous. Another benefit offered by such systems is that they

allow coordinated use of resources from multiple organisations. Thus, these wide-

area systems may span multiple organisations and form virtual organisations on

top of the existing organisational hierarchies. Two such systems exploiting these

views include Grid and Peer-to-Peer (P2P) systems. Grid and P2P have seen

a rapid evolution and widespread deployment. The two technologies appear to

have the same final objective, pooling and coordinating large sets of distributed
resources[1]. During the last few years various projects have been undertaken to

try to merge these two complementary approaches of these technologies, such as
OurGrid[2]. Also various modifications to the Globus toolkit[3] have been pro-
posed to include P2P technology and thus improving the discovery system[4].
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Typically, Grid systems are designed to run applications with intensive com-

puting and storage needs across the traditional organisational boundaries[5-7].
They are characterised by their sophisticated resource management and data
transfer components. P2P systems on the other hand were mainly designed for
resource sharing, mostly files. Therefore, the focus of P2P systems is on pro-

viding sophisticated resource discovery capabilities. Both approaches have their
own advantages and disadvantages.

In this paper we describe DGET (Data Grid Environment & Tools). DGET is

a P2P based grid middleware. This paper explains the functionality of two main

components of the middleware: EntityManager and Security. Details of DGET

architecture and other components can be found in [8][9][10][11]. The rest of the

paper is structured as follows: Related work is described in section 2. Section

and 4 explain general overview and an intrduction to DGET architecture re-

spectively. Details about Entity Management are given in section 5 and Security

subsystem is explained in section 6. The paper concludes in section 7.

3

2 Related Work

DGET is P2P Grid middleware and employs techniques from both fields. DGEТ

should be compared to other midlewares adopting the P2P Grid approach. The

following paragraphs describe how DGET is distinguished from existing solu-
tions.

DGET and Grid Middleware: A number of grid midleware has been developed

and used. A wide range of systems have been developed. Some of these focus
on providing the core middleware services while other programming frameworks

are built on top of these middleware systems and provide high-level applica-

tion development functionalities. Globus, Legion and UNICORE are the most
notable grid middlewares. The Globus Toolkit is the most widely used middle-

ware. DGET has some distinct characteristics. First, existing grid middlewares

adopt a manual and static topology whereas DGET is based on dynamic, self-

organizing topology borrowed from the decentralised P2P systems. Other dis-

tinguishing DGET features include a decentralized P2P style resource discovery

and fine grained access control. Existing grid systems depend on specialized cen-
tral servers to maintain information about shared resources. DGET, on theother

hand adopts the P2P style decentralized resource discovery approach and thus

doesn't rely on any specialized servers.
On the security front, Globus possess an extremely powerful security system

but it has considerable management overhead. All the users are required to

have individual accounts on the machines before they can use the resource.

This situation is applicable if there are a limited number of participants. In a
situation where a very large number of users are present this technique would

become very cumbersome. DGET on the contrary doesn't require users to have

individual user accounts on the resources. DGET's security mechanism is based

on an extended Java security model. Other aspects where DGET security differs



























Entity Management and Security in P2P Grid Framework 135

3. 1. Foster and C. Kesselman. Globus: A metacomputing infrastructure toolkit.

4.

5.

The International Journal of Supercomputer Applications and High Performance
Computing, 11(2):115-128, Summer 1997.

Domenico Talia and Paolo Trunfio. Toward a synergy between p2p and grids.
IEEE Internet Computing, 7(4):96–95, 2003.
Ian Foster. The anatomy of the Grid: Enabling scalable virtual organizations.
Lecture Notes in Computer Science, 2150:1-??, 2001.

6. I. Foster, C. Kesselman, J. Nick, and S. Tuecke. The physiology of the grid: An
open grid services architecture for distributed systems integration. Open Grid
Service Infrastructure WG, Global Grid Forum, 2002.

7. A. Chervenak, I. Foster, C. Kesselman, C. Salisbury, and S. Tuecke. The data grid:
Towards an architecture for the distributed management and analysis of large
scientific datasets. Journal of Network and Computer Applications, 23:187-200,
2001.

8. Adrian Ottewill Benoit Hudzia, M-Tahar Kechadi. Treep: A tree based p2p network
architecture. In IEEE Internatonal Conference on Cluster Computing (Cluster
2005), 2005.

9. T.N. Ellahi and M-T. Kechadi. Distributed resource discovery in wide area grid
environments. In The 1st International Workshop on Active and Programmable
Grids Architectures and Components APGAC’04, Krakow, Poland, 2004.

10. T.N. Ellahi B. Hudzia, L. McDermott and T. Kechadi. Entity based peer to peer
in data grid environments. In 17th IMACS World Congress, Paris, France, 2005.

11. T.N. Ellahi B. Hudzia, L. McDermott and T. Kechadi. A java based architecture
of p2p-grid middleware. In The 2006 International Conference on Parallel and

Distributed Processing Techniques and Applications, 2006.

12. Time Moses. extensible access control markup language (xacml) version 2.0. In
OASIS Standard, February 2005.

13. Sun Microsystems Inc. Why are thread.stop, thread.suspend,
thread.resume and runtime.runfinalizersonexit deprecated?

http://java.sun.com/j2se/1.4.2/docs/guide/misc/ threadprimitivedepreca-
tion.html (visited 16-jan-06).

14. The byte code engineering library (bcel) http://jakarta.apache.org/bcel/ (visited
16-jan-06).

15. Webno Mao. An identity-based non-interactive authentication framework for com-

putational grids. Technical report, Trusted System Laboratory, HP Laboratories,
June 2004.

16. H.W. Lim and K.G. Paterson. Identity-based cryptography for grid security. In
Proceedings of the 1st IEEE International Conference on e-Science and Grid Coт-

puting (e-Science 2005), Melbourne, Australia, 2005.

17. Ian F. Blake, G. Seroussi, and N. P. Smart. Elliptic curves in cryptography. Cam-

bridge University Press, New York, NY, USA, 1999.
18. Mihir Bellare and Phillip Rogaway. Random oracles are practical: A paradigm for

designing efficient protocols. In ACM Conference on Computer and Communica-
tions Security, pages 62-73, 1993.

19. B. Libert and J. Quisquater. The exact security of an identity based signature and
its applications, 2004.


